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Consumer Data Breach Investigation Blueprint 
This is intended as a model for adaptation by businesses when investigating a possible consumer data 
breach. Following the process outlined below helps determine and document whether a reportable breach 
occurred. The information in blue provides instruction and definitions, while the information in red is what 
must be documented and usually reported if a breach is found.

This is not intended to confer legal advice or establish an attorney-client relationship. You should work 
with legal counsel experienced with data security laws and regulations specific to your jurisdiction, 
organization, and industry. Specifically, California’s Consumer Privacy Protection (CPP) laws, on which this 
is based, may not be as comprehensive as those in your jurisdiction or applicable to your industry.

Name of person completing form: ___________________ Today’s date: ________________

Date incident occurred: ___________________ Date incident detected: ____________________

Provide a brief summary of incident, including number of individuals affected: 

1. Was personal information (PI) involved?
Generally, PI means any information that identifies, relates to, describes, or is capable of being 
associated with a particular individual. Common examples include: name, zip code, birth date, 
insurance policy number, credit card number, or other financial or medical information.
⃝ Yes, PI was involved. Continue to Question 2.
⃝ No, PI was not involved. Breach reporting is not required.

Describe the information involved. 

2. Was the PI secured?
“Secured PI” means PI that is shredded, erased, or otherwise unreadable or undecipherable 
through any means. Encrypted computer files are secured if passwords and other decryption 
methods are not accessible.
⃝ No, PI was unsecured. Continue to Question 3.
⃝ Yes, PI was secured. Breach reporting is not required.

Describe the security measures used and assurances of data security.
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3. Was the PI acquired, accessed, used, or disclosed in a way that could compromise its 
security, integrity, or confidentiality?
A business that discloses PI about a California resident to a third party must require by contract 
that the third party implement and maintain reasonable security procedures and practices 
appropriate to the nature of the information, to protect the personal information from unauthorized 
access, destruction, use, modification, or disclosure. Did a party receive, access, use, or disclose PI
who was not bound by contract with your company to implement reasonable security measures?
⃝ Yes, breach reporting will be required. Continue to Question 4.
⃝ No, breach reporting will not be required.

Describe the access, use, disclosure, including who, what, where, when, how.

4. Mitigation

A. What policies, procedures, or practices do you have in place to protect consumer 
data? 

B. When was your last consumer data security risk analysis (attach a copy if applicable)?

C. Were there any findings or recommendations that relate to the current breach? 

D. What risk prevention steps did you take between the risk analysis and the current 
breach? 

E. What steps have you taken since learning of the potential breach? 

F. Describe any other relevant factors.

5. Reporting

Breaches must promptly be reported to individual consumers via notifications meeting certain 
requirements. In addition, some breaches must be reported to the California Attorney General. See 
California Civil Code §1798.82(d) for a detailed description of reporting requirements. 


