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HIPAA Breach Investigation Blueprint
This is intended as a model for adaptation by healthcare organizations or business associates when 
investigating a possible data breach. Following the process outlined below helps determine and document
whether a reportable breach occurred. The information in blue provides instruction and definitions, while 
the information in red is what must be documented and usually reported if a breach is found.

This is not intended to confer legal advice or establish an attorney-client relationship. You should work 
with legal counsel experienced with data security laws and regulations specific to your jurisdiction, 
organization, and industry. Specifically, many incidents that are not reportable breaches under federal law 
must be reported to California government authorities and patients. 

Name of person completing form: ___________________ Today’s date: ________________

Date incident occurred: ___________________ Date incident detected: ____________________

Provide a brief summary of incident, including number of patients affected.

1. Was protected health information (PHI) involved?
Generally, PHI includes any information created or received by an entity affiliated with or for the 
purpose of providing healthcare that either identifies the individual or could be used to identify the 
individual in combination with other information. Common examples include: name, zip code, birth 
date, treatment date, phone number, email address, account number, etc. 
⃝ Yes, PHI was involved. Continue to Question 2.
⃝ No, PHI was not involved. No breach reporting required under HIPAA.

Describe the information involved. 

2. Was the PHI secured?
“Secured PHI” means PHI that is rendered unusable, unreadable, or indecipherable to 
unauthorized individuals via such approved means as destroying paper records or adequately 
encrypting or otherwise protecting electronic records.
⃝ No, PHI was unsecured. Continue to Question 3.
⃝ Yes, PHI was secured. No breach reporting required under HIPAA.

Describe the security measures used and assurances of data security.
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3. Was the PHI acquired, accessed, used, or disclosed in a manner not permitted by the 

HIPAA Privacy Rule?

Generally, use and disclosure of PHI must be the minimum necessary to accomplish a given legally 
permitted task. But, there are specific exceptions to the minimum necessary standard such as 
disclosures to providers for treatment or those made per a valid authorization.
⃝ Yes, PHI was acquired, accessed, used, or disclosed in a manner not permitted by
the Privacy Rule. Continue to Question 4.
⃝ No, there was no violation of the Privacy Rule. No breach reporting required under HIPAA.

Describe the access, use, disclosure, including who, what, where, when, how.

4. Does an exception apply? 

⃝ Exception A
A breach does not include an unintentional acquisition, access, or use of PHI by a workforce 
member, or person acting under the authority of a covered entity or business associate, if:
a. made in good faith; and
b. within the course and scope of authority; and
c. it does not result in further use or disclosure in a manner prohibited by the Privacy Rule. 

⃝ Exception B
A breach does not include inadvertent disclosure by a person authorized to access that PHI to
another person authorized to access PHI at the same covered entity, business associate, or 
organized health care arrangement in which the covered entity participates; if the information is 
not further used or disclosed in a manner prohibited by the Privacy Rule.

⃝ Exception C
A breach does not include disclosure of PHI where there is a good faith belief that the unauthorized 
person who received it would not reasonably have been able to view or retain the information (for 
example, PHI sent in the mail and returned unopened by the post office).

If an exception applies, no breach reporting required under HIPAA.

⃝ No, an exception does not apply. Continue to Question 5.
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5. Risk Assessment
A prohibited acquisition, access, use, or disclosure of PHI is presumed a breach of HIPAA and must 
be reported unless the covered entity demonstrates a low probability that the PHI has been 
compromised based on a risk assessment of at least all of the factors below. 

A. Describe the PHI involved, including identifiers and likelihood of re-identification (if 
the PHI is de-identified), and how potentially harmful exposure would be.

B. Consider whether the PHI could be used in a manner adverse to the patient(s) or to 
further the unauthorized person’s interests.

C. Describe who used or received the PHI, whether they have legal obligation to protect 
the PHI, and whether they have the ability to re-identify the PHI if it was de-identified.

D. Describe whether the PHI was actually acquired or viewed, and whether and how this 
is known.

E. Describe risk mitigation steps taken.

F. Describe any other relevant factors.

Based on the factors noted above, is there a low probability the PHI has been compromised?

⃝ Yes (there is a low probability), thus NO breach reporting may be required under HIPAA.

⃝ No (there is a higher probability) thus breach reporting is required under HIPAA.


